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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

1 newly exploited, 4 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild 1

CVE-2026-85046 Google Chromium V8  CISA KEV
An attacker can execute arbitrary code on a system with Google Chromium V8 installed via a crafted HTML page.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 4

CVE-2026-85595 Traefik traefik EXPLOIT CODE  DETECTION

(1) Traefik versions before v2.11.55 and versions v3.0.0 through v3.7.10. (2) An attacker gains the ability to compute a
valid digest response, potentially bypassing authentication. (3) Upgrade to Traefik v2.11.55 or later, or v3.7.11 or later.

CVE-2026-78327 SonicWall Network Security Manager (NSM)

Affected: SonicWall Network Security Manager (NSM) On-Prem Management interface. Attacker gain: Ability to
execute arbitrary system commands on the underlying operating system. Recommended action: Apply the latest
patches or updates provided by SonicWall to ad

CVE-2026-81939 SonicWall Network Security Manager (NSM)

Affected: SonicWall Network Security Manager (NSM) On-Prem file upload and archive processing functionality. An
attacker gains: Arbitrary file write access outside the intended destination directory. Recommended action: Update
SonicWall Network Security Manage

CVE-2026-78328 SonicWall Network Security Manager (NSM)

1. The SonicWall Network Security Manager (NSM) On-Prem Management interface is affected. 2. An attacker gains
SuperAdmin privileges. 3. Update to the latest version of NSM and ensure all patches are applied.
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Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. CVE IDs link to the full record on Watch Floor.
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