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7 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 7

9.9 CVE-2026-78050 DETECTION

A vulnerability was found in Comfast CF-N1-S 2.6.0.1. The affected element is the function sub_41AD7C of the file
/cgi-bin/mbox-config?method=SET&section=ntp_timezone of the component Web Management. The manipulation of
the argument timestr/ntp_client_enabled

9.9 CVE-2026-78155 Ongres stackgres
privilege escalation in StackGres operator allows a low-privilege tenant who owns a database to gain administrator
privileges

9.8 CVE-2026-13598
The RestrictMate WordPress plugin before 1.3.0 does not restrict the user role supplied during account registration,
allowing unauthenticated attackers to create a new administrator account and gain a logged-in administrator session,
leading to full site takeo

9.8 CVE-2026-5388
justhtml before 1.15.0 contains multiple security issues in URL sanitization helpers
(clean_url_value/clean_url_in_js_string), HTML serialization, Markdown passthrough (html_passthrough=True), and
several custom sanitization-policy edge cases. Depending on con
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9.8 CVE-2026-7808
justhtml before 1.16.0 contains multiple HTML sanitization bypass issues that can allow active/dangerous content
(e.g., script or style) to survive sanitization, potentially leading to cross-site scripting. The issues primarily affect
advanced usage rather tha

9.8 CVE-2026-8445
justhtml versions <= 1.11.0 (fixed in 1.12.0) do not sufficiently escape HTML-significant characters (angle brackets) in
text nodes when converting a parsed document to Markdown via to_markdown(). While a small set of Markdown
metacharacters are escaped, chara

9.8 CVE-2026-78183
DBD::Pg version 3.21.0 for Perl has a heap out-of-bounds write in quote_float. quote_float() allocates the length of the
string + 1, which is the size of the bare numeric symbol plus NULL. But for special literals NaN, Inf, +Inf, -Inf, Infinity,
+Infinity, -In

Ransomware

No leak-site posts collected.

New data breaches 1

NIUS nius.de 6,090 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. CVE IDs link to the full record on Watch Floor.

Watch Floor watchfloor.fyi/brief/2026-08-23 Page 2 of 2

https://watchfloor.fyi/cve/CVE-2026-7808
https://watchfloor.fyi/cve/CVE-2026-8445
https://watchfloor.fyi/cve/CVE-2026-78183
https://watchfloor.fyi/brief/2026-08-23

