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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

18 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 18

m CVE-2026-14526

The Al Copilot — Content Generator plugin for WordPress is vulnerable to authorization bypass in all versions up to,
and including, 1.5.6. This is due to the plugin not properly verifying that a user is authorized to perform an action. This
makes it possible f

m CVE-2026-68082

In the Linux kernel, the following vulnerability has been resolved: libceph: fix two unsafe bare decodes in
decode_lockers() decode_lockers() in cls_lock_client.c contains two bare decode operations that allow a malicious or
compromised OSD to trigger slab-out

m CVE-2026-71944

+10 more CVEs in the same release

D-Link DWR-M961 devices with hardware version C1 and firmware version before 1.1.5 C1 202607071108 contain a
command injection vulnerability in the /boafrm/formLtefotaUpgradeQuectel interface. A remote attacker can inject
arbitrary malicious commands into the
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m CVE-2026-71955

+1 more CVEs in the same release

D-Link DWR-M961 devices with hardware version C1 and software version 1.1.2_C1 202602110044 contain a
command injection vulnerability in the /boafrm/formWsc interface. A remote attacker can inject arbitrary malicious
commands into the localPin, targetAPSsid, p

m CVE-2026-71957

+1 more CVEs in the same release

D-Link DWR-M961 devices with hardware version C1 and software version 1.1.2_C1_202602110044 contain a buffer
overflow vulnerability in the app.cgi interface. A remote attacker can write an overly long string to the
netAcc.addlist[].name field and execute arbit

m CVE-2026-71983

MSI Radix AXE6600 router firmware version v781521 contains a command injection vulnerability in the wps.cgi
interface that allows remote attackers to execute arbitrary commands by injecting malicious input through the pin2g,
pin5g, or pin6g parameters. Attacke

Ransomware

No leak-site posts collected.

New data breaches 1

Brinks Home brinkshome.com 732,162 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. CVE IDs link to the full record on Watch Floor.
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