
WATCH FLOOR Vulnerability intelligence

Daily brief, Saturday, July 11, 2026
Jul 10, 8:00 PM to Jul 11, 8:00 PM ET Generated Nov 3, 2026, 8:57 PM ET

0
Breaking

0
Newly exploited

0
Exploit code

4
Critical CVEs

0
Ransomware posts

1
New breaches

4 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 4

10.0 CVE-2026-61447
PraisonAI before 1.6.78 contains a remote code execution vulnerability in CodeAgent._execute_python() that executes
LLM-generated Python code without AST validation, import restrictions, or sandbox enforcement. Attackers can
influence LLM output through prompt

9.9 CVE-2026-61445
PraisonAI before 4.6.78 contains arbitrary file write and command execution vulnerabilities in the AICoder component
due to missing path validation and command sanitization in LLM tool calls. Attackers can inject malicious prompts
through the chat interface to

9.8 CVE-2026-57827 Rsjoomla rsfiles\! DETECTION

Joomla Extension - rsjoomla.com - Unauthenticated file upload in RSFiles component < 1.17.12 - The Joomla
extension RSFiles is vulnerable to an unauthenticated arbitrary file upload that allows uploading executable files and
leads to full RCE.
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9.8 CVE-2026-60090
PraisonAI before 4.6.78 fails to validate the caller-controlled dimension argument in the PGVector and Cassandra
knowledge-store create_collection() backends. Although schema, keyspace, and collection-name identifiers are
validated, the dimension value (declar

Ransomware

No leak-site posts collected.

New data breaches 1

Glendale Community College glendale.edu 793,925 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. CVE IDs link to the full record on Watch Floor.
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