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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

211 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 211

CVE-2026-35292 Oracle weblogic server
+1 more CVEs in the same release
Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Console). Supported versions
that are affected are 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable vulnerability allows unauthenticated attacker with
network access via HTTP to

10.0 CVE-2026-35307 Oracle coherence

+2 more CVEs in the same release

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component: Core). Supported versions
that are affected are 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable vulnerability allows
unauthenticated attacker with netwo

10.0 CVE-2026-35308 Oracle coherence

+1 more CVEs in the same release

Vulnerability in the Oracle Coherence product of Oracle Fusion Middleware (component: Centralized Third Party Jars).
Supported versions that are affected are 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable
vulnerability allows unauthentic
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CVE-2026-46778 Oracle webcenter enterprise capture

+9 more CVEs in the same release

Vulnerability in the Oracle WebCenter Enterprise Capture product of Oracle Fusion Middleware (component: Client
Bundle). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily exploitable vulnerability allows
unauthenticated attacker with n

CVE-2026-46798 Oracle webcenter sites

+6 more CVEs in the same release

Vulnerability in the Oracle WebCenter Sites product of Oracle Fusion Middleware (component: WebCenter Sites).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily exploitable vulnerability allows
unauthenticated attacker with network acce

CVE-2026-46803 Oracle webcenter portal

+6 more CVEs in the same release

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware (component: Security Framework).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily exploitable vulnerability allows
unauthenticated attacker with network

CVE-2026-46978 Oracle solaris

Vulnerability in the Oracle Solaris product of Oracle Systems (component: Remote Administration Daemon). The
supported version that is affected is 11.4. Easily exploitable vulnerability allows unauthenticated attacker with network
access via HTTPS to compromis

CVE-2026-0092 Google android

In Package Manager, there is a possible device lock controller bypass due to a missing permission check. This could
lead to local escalation of privilege with no additional execution privileges needed. User interaction is not needed for
exploitation.

CVE-2026-35263 Oracle weblogic server

+2 more CVEs in the same release

Vulnerability in the WebLogic Server product of Oracle Fusion Middleware (component: Core). Supported versions
that are affected are 14.1.2.0.0 and 15.1.1.0.0. Easily exploitable vulnerability allows low privileged attacker with
network access via HTTP to comp

CVE-2026-35268 Oracle identity manager

Vulnerability in the Identity Manager product of Oracle Fusion Middleware (component: Core). Supported versions that
are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable vulnerability allows low privileged attacker with network
access via T3, [IOP to

CVE-2026-35294 Oracle identity manager

Vulnerability in the Identity Manager Connector product of Oracle Fusion Middleware (component: Mainframe
Connectors). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable vulnerability allows
low privileged attacker with netw

CVE-2026-35313 Oracle access manager

Vulnerability in the Oracle Access Manager product of Oracle Fusion Middleware (component: Authentication Engine).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable vulnerability allows low
privileged attacker with network
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CVE-2026-35316 Oracle webcenter content

+9 more CVEs in the same release

Vulnerability in the Oracle WebCenter Content product of Oracle Fusion Middleware (component: Content Server).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily exploitable vulnerability allows low
privileged attacker with network acce

CVE-2026-46765 Oracle webcenter portal

+1 more CVEs in the same release

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware (component: Composer).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily exploitable vulnerability allows low
privileged attacker with network access via

CVE-2026-46792 Oracle identity manager connector

+1 more CVEs in the same release

Vulnerability in the Identity Manager Connector product of Oracle Fusion Middleware (component: Generic Unix
Connector). Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable vulnerability allows
low privileged attacker with ne

CVE-2026-46793 Oracle identity manager connector

Vulnerability in the Identity Manager Connector product of Oracle Fusion Middleware (component: Database User).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.1.0. Easily exploitable vulnerability allows low
privileged attacker with network acc

CVE-2026-46832 Oracle enterprise manager base platform

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise Manager (component:
Discovery Framework). Supported versions that are affected are 13.5 and 24.1. Easily exploitable vulnerability allows
low privileged attacker with net

CVE-2026-46847 Oracle webcenter portal

Vulnerability in the Oracle WebCenter Portal product of Oracle Fusion Middleware (component: Runtime Tools).
Supported versions that are affected are 12.2.1.4.0 and 14.1.2.0.0. Easily exploitable vulnerability allows low
privileged attacker with network access

CVE-2026-46850 Oracle mysql shell

Vulnerability in the MySQL Shell product of Oracle MySQL (component: Shell for VS Code). The supported version
that is affected is 2026.2.0+9.6.1. Easily exploitable vulnerability allows low privileged attacker with network access via
HTTP to compromise MySQL

CVE-2026-46852 Oracle enterprise manager base platform

+3 more CVEs in the same release

Vulnerability in the Oracle Enterprise Manager Base Platform product of Oracle Enterprise Manager (component:
Metadata Plugin). Supported versions that are affected are 13.5 and 24.1. Easily exploitable vulnerability allows low
privileged attacker with network

150 more critical CVEs in this window: see the dashboard

Ransomware

No leak-site posts collected.
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New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. CVE IDs link to the full record on Watch Floor.
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