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6 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 6

9.8 CVE-2026-9384
A vulnerability was found in Totolink A8000RU 7.1cu.643_b20200521. This vulnerability affects the function
setDiagnosisCfg of the file /cgi-bin/cstecgi.cgi of the component Web Management Interface. The manipulation of the
argument ip results in os command inj

9.8 CVE-2026-9385
A vulnerability was determined in Totolink A8000RU 7.1cu.643_b20200521. This issue affects the function
setTracerouteCfg of the file /cgi-bin/cstecgi.cgi of the component Web Management Interface. This manipulation of the
argument command causes os command inj

9.8 CVE-2026-9386
A vulnerability was identified in Totolink A8000RU 7.1cu.643_b20200521. Impacted is the function setLanguageCfg of
the file /cgi-bin/cstecgi.cgi of the component Web Management Interface. Such manipulation of the argument lang
leads to os command injection. Th
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9.8 CVE-2026-9387
A security flaw has been discovered in Totolink A8000RU 7.1cu.643_b20200521. The affected element is the function
setUpgradeFW of the file /cgi-bin/cstecgi.cgi of the component Web Management Interface. Performing a manipulation
of the argument resetFlags resu

9.8 CVE-2026-9388
A weakness has been identified in Totolink A8000RU 7.1cu.643_b20200521. The impacted element is the function
setScheduleCfg of the file /cgi-bin/cstecgi.cgi of the component Web Management Interface. Executing a manipulation
of the argument mode can lead to os

9.8 CVE-2026-9404
A vulnerability was identified in Totolink A8000RU 7.1cu.643_b20200521. This affects the function setDdnsCfg of the
file /cgi-bin/cstecgi.cgi of the component Web Management Interface. Such manipulation of the argument provider
leads to os command injection. T

Ransomware

No leak-site posts collected.

New data breaches 1

7-Eleven 7-eleven.com 185,256 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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