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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

2 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 2

m CVE-2018-25350

userSpice 4.3.24 contains a username enumeration vulnerability that allows unauthenticated attackers to discover
valid usernames by sending POST requests to the existingUsernameCheck.php endpoint. Attackers can submit
usernames and analyze response text for th

m CVE-2018-25357 Dolibarr dolibarr erpVcrm

Dolibarr ERP CRM 7.0.3 contains a remote code execution vulnerability that allows unauthenticated attackers to
execute arbitrary code by injecting PHP code through the db_name parameter. Attackers can send a POST request to
install/stepl.php with malicious PHP

Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.
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