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6 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 6

9.8 CVE-2026-42257 Ruby-Lang net\
Net::IMAP implements Internet Message Access Protocol (IMAP) client functionality in Ruby. Prior to versions 0.4.24,
0.5.14, and 0.6.4, several Net::IMAP commands accept a raw string argument that is sent to the server without
validation or escaping. If this s

9.8 CVE-2026-42601 Archivebox archivebox
ArchiveBox is an open source self-hosted web archiving system. In versions 0.8.6rc0 and prior, the /add/ endpoint
(AddView in core/views.py) accepts a config JSON field that gets merged into the crawl config without validation. This
config is exported as envir

9.4 CVE-2026-42569 DETECTION

phpVMS is a PHP application to run and simulate an airline. Prior to version 7.0.6, a critical vulnerability in phpVMS
allowed unauthenticated access to a legacy import feature. This issue has been patched in version 7.0.6.

9.1 CVE-2026-44313
Linkwarden is a self-hosted, open-source collaborative bookmark manager to collect, organize and archive webpages.
Prior to version 2.13.0, a Server-Side Request Forgery (SSRF) vulnerability in the fetchTitleAndHeaders function
allows authenticated users to ma
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9.1 CVE-2026-42560
auth provides authentication via oauth2, direct and email. From versions 1.18.0 to before 1.25.2 and 2.0.0 to before
2.1.2, the Patreon OAuth provider maps every authenticated Patreon account to the same local user.ID, instead of
deriving a unique ID from the

9.0 CVE-2026-42571
Pelican is a platform for creating data federations. From versions 7.21.0 to before 7.21.5, 7.22.0 to before 7.22.3,
7.23.0 to before 7.23.3, and 7.24.0 to before 7.24.2, there is a a privilege escalation vulnerability affecting Pelican's
Web User Interface (W

Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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