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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

3 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 3

CVE-2026-31685 Linux linux kernel

In the Linux kernel, the following vulnerability has been resolved: netfilter: ip6t_eui64: reject invalid MAC header for all
packets "eui64_mt6()" derives a modified EUI-64 from the Ethernet source address and compares it with the low 64
bits of the IPv6 sourc

CVE-2026-31682 Linux linux kernel

In the Linux kernel, the following vulnerability has been resolved: bridge: br_nd_send: linearize skb before parsing ND
options br_nd_send() parses neighbour discovery options from ns->opt[] and assumes that these options are in the
linear part of request. Its

m CVE-2026-6951 Simple-Git Project simple-git
Versions of the package simple-git before 3.36.0 are vulnerable to Remote Code Execution (RCE) due to an
incomplete fix for [CVE-2022-25912](https://security.snyk.io/vuln/SNYK-JS-SIMPLEGIT-3112221) that blocks the -c
option but not the equivalent --config form

Ransomware

No leak-site posts collected.
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New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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