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9 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 9

9.8 CVE-2026-40492
+2 more CVEs in the same release
SAIL is a cross-platform library for loading and saving images with support for animation, metadata, and ICC profiles.
Prior to commit 36aa5c7ec8a2bb35f6fb867a1177a6f141156b02, the XWD codec resolves pixel format based on
`pixmap_depth` but the byte-swap code

9.8 CVE-2026-41242 Protobufjs Project protobufjs
protobufjs compiles protobuf definitions into JavaScript (JS) functions. In versions prior to 8.0.1, 7.5.5, and 6.11.6,
attackers can inject arbitrary code in the "type" fields of protobuf definitions, which will then execute during object
decoding using that

9.3 CVE-2026-40317 Minecanton209 novumos
NovumOS is a custom 32-bit operating system written in Zig and x86 Assembly. In versions prior to 0.24, Syscall 12
(JumpToUser) accepts an arbitrary entry point address from user-space registers without validation, allowing any Ring
3 user-mode process to jump
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9.1 CVE-2026-40324
Hot Chocolate is an open-source GraphQL server. Prior to versions 12.22.7, 13.9.16, 14.3.1, and 15.1.14, Hot
Chocolate's recursive descent parser `Utf8GraphQLParser` has no recursion depth limit. A crafted GraphQL document
with deeply nested selection sets, ob

9.1 CVE-2026-40484
ChurchCRM is an open-source church management system. In versions prior to 7.2.0, the database backup restore
functionality extracts uploaded archive contents and copies files from the Images/ directory into the web-accessible
document root using recursiveCopy

9.1 CVE-2026-40582
ChurchCRM is an open-source church management system. In versions prior to 7.2.0, the /api/public/user/login
endpoint validates only the username and password before returning the user's API key, bypassing the normal
authentication flow that enforces account l

9.0 CVE-2026-40572 Minecanton209 novumos
NovumOS is a custom 32-bit operating system written in Zig and x86 Assembly. In versions prior to 0.24, Syscall 15
(MemoryMapRange) allows Ring 3 user-mode processes to map arbitrary virtual address ranges into their address
space without validating against fo

Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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