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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

4 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 4

m CVE-2026-4149 Sonos era 300 firmware

Sonos Era 300 SMB Response Out-Of-Bounds Access Remote Code Execution Vulnerability. This vulnerability allows
remote attackers to execute arbitrary code on affected installations of Sonos Era 300. Authentication is not required to
exploit this vulnerability.

m CVE-2026-5058

aws-mcp-server Command Injection Remote Code Execution Vulnerability. This vulnerability allows remote attackers
to execute arbitrary code on affected installations of aws-mcp-server. Authentication is not required to exploit this
vulnerability. The specific f

m CVE-2026-5059

aws-mcp-server AWS CLI Command Injection Remote Code Execution Vulnerability. This vulnerability allows remote
attackers to execute arbitrary code on affected installations of aws-mcp-server. Authentication is not required to exploit
this vulnerability. The sp
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CVE-2026-31845

A reflected cross-site scripting (XSS) vulnerability exists in Rukovoditel CRM version 3.6.4 and earlier in the Zadarma

telephony API endpoint (/api/tel/zadarma.php). The application directly reflects user-supplied input from the 'zd_echo’
GET parameter into t

Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.

Watch Floor watchfloor.fyi/brief/2026-04-11 Page 2 of 2


https://watchfloor.fyi/cve/CVE-2026-31845
https://watchfloor.fyi/brief/2026-04-11

