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27 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 27

9.6 CVE-2026-3545 Google chrome
Insufficient data validation in Navigation in Google Chrome prior to 145.0.7632.159 allowed a remote attacker to
potentially perform a sandbox escape via a crafted HTML page. (Chromium security severity: High)

9.8 CVE-2026-27446 Apache artemis
Missing Authentication for Critical Function (CWE-306) vulnerability in Apache Artemis, Apache ActiveMQ Artemis. An
unauthenticated remote attacker can use the Core protocol to force a target broker to establish an outbound Core
federation connection to an att

9.1 CVE-2026-29000
pac4j-jwt versions prior to 4.5.9, 5.7.9, and 6.3.3 contain an authentication bypass vulnerability in JwtAuthenticator
when processing encrypted JWTs that allows remote attackers to forge authentication tokens. Attackers who possess
the server's RSA public key

9.8 CVE-2025-70219 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via the goform/formDeviceReboot.
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9.8 CVE-2026-26478 Mobvoi tichome mini firmware
A shell command injection vulnerability in Mobvoi Tichome Mini smart speaker 012-18853 and 027-58389 allows
remote attackers to send a specially crafted UDP datagram and execute arbitrary shell code as the root account.

9.8 CVE-2026-28775 Datacast sfx2100 firmware
An unauthenticated Remote Code Execution (RCE) vulnerability exists in the SNMP service of International
Datacasting Corporation (IDC) SFX Series SuperFlex SatelliteReceiver. The deployment insecurely provisions the
`private` SNMP community string with read/wr

9.1 CVE-2026-28697 Craftcms craft cms
Craft is a content management system (CMS). Prior to 4.17.0-beta.1 and 5.9.0-beta.1, an authenticated administrator
can achieve Remote Code Execution (RCE) by injecting a Server-Side Template Injection (SSTI) payload into Twig
template fields (e.g., Email Temp

9.8 CVE-2026-28778 Datacast sfx2100 firmware
International Datacasting Corporation (IDC) SFX Series SuperFlex Satellite Receiver contains undocumented,
hardcoded/insecure credentials for the `xd` user account. A remote unauthenticated attacker can log in via FTP using
these credentials. Because the `xd`

9.8 CVE-2025-66944 Databasir databasir
SQL Injection vulnerability in vran-dev databaseir v.1.0.7 and before allows a remote attacker to execute arbitrary
code via the query parameter in the search API endpoint

9.8 CVE-2025-70218 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via POST to the goform/formAdvFirewall component.

9.8 CVE-2025-66678 Faintsnow hardware read \& write utility
An issue in the HwRwDrv.sys component of Nil Hardware Editor Hardware Read & Write Utility v1.25.11.26 and earlier
allows attackers to execute arbitrary read and write operations via a crafted request.

9.8 CVE-2025-46108 Dlink dir-513 firmware
D-link Dir-513 A1FW110 is vulnerable to Buffer Overflow in the function formTcpipSetup.

9.8 CVE-2025-70220 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via the curTime parameter to
goform/formAutoDetecWAN_wizard4.

9.8 CVE-2026-26002 Osc open ondemand
Open OnDemand is an open-source high-performance computing portal. The Files application in OnDemand versions
prior to 4.0.9 and 4.1.3 is susceptible to malicious input when navigating to a directory. This has been patched in
versions 4.0.9 and 4.1.3. Versions

9.8 CVE-2025-70223 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via the curTime parameter to goform/formAdvNetwork.

9.8 CVE-2025-70226 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via the curTime parameter to
goform/formEasySetupWizard.
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9.8 CVE-2025-70221 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via the curTime parameter to goform/formLogin.

9.8 CVE-2025-70225 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via the curtime parameter to the
goform/formEasySetupWWConfig component

9.8 CVE-2025-70222 Dlink dir-513 firmware
Stack buffer overflow vulnerability in D-Link DIR-513 v1.10 via the curTime parameter to
goform/formLogin,goform/getAuthCode.

9.8 CVE-2026-28776 Datacast sfx2100 firmware
International Datacasting Corporation (IDC) SFX Series SuperFlex SatelliteReceiver contains hardcoded credentials
for the `monitor` account. A remote unauthenticated attacker can use these trivial, undocumented credentials to
access the system via SSH. While i

7 more critical CVEs in this window: see the dashboard

Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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