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3 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 3

9.8 CVE-2019-25458 Web-Ofisi firma rehberi
Web Ofisi Firma Rehberi v1 contains an SQL injection vulnerability that allows unauthenticated attackers to
manipulate database queries by injecting SQL code through GET parameters. Attackers can send requests to with
malicious payloads in the 'il', 'kat', or

9.1 CVE-2019-25456 Web-Ofisi emlak
Web Ofisi Emlak v2 contains an SQL injection vulnerability that allows unauthenticated attackers to manipulate
database queries by injecting SQL code through the 'ara' GET parameter. Attackers can send requests to with
time-based SQL injection payloads to extr

9.8 CVE-2019-25459 Web-Ofisi emlak
Web Ofisi Emlak V2 contains multiple SQL injection vulnerabilities in the endpoint that allow unauthenticated attackers
to manipulate database queries through GET parameters. Attackers can inject SQL code into parameters like
emlak_durumu, emlak_tipi, il, ilce

Ransomware

No leak-site posts collected.
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New data breaches 1

CarGurus cargurus.com 12,461,887 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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