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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

4 new critical CVEs, 2 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 4

m CVE-2026-2550

A vulnerability was found in EFM iptime A6004MX 14.18.2. Affected is the function commit_vpncli_file_upload of the
file /cgi/timepro.cgi. The manipulation results in unrestricted upload. The attack may be performed from remote. The
exploit has been made public

o CVE-2026-2577

The WhatsApp bridge component in Nanobot binds the WebSocket server to all network interfaces (0.0.0.0) on port
3001 by default and does not require authentication for incoming connections. An unauthenticated remote attacker
with network access to the bridge ¢

m CVE-2026-2439 Bva concierge\

Concierge::Sessions versions from 0.8.1 before 0.8.5 for Perl generate insecure session ids. The generate_session_id
function in Concierge::Sessions::Base defaults to using the uuidgen command to generate a UUID, with a fallback to
using Perl's built-in rand f

m CVE-2025-15578 Teejay maypole

Maypole versions from 2.10 through 2.13 for Perl generates session ids insecurely. The session id is seeded with the
system time (which is available from HTTP response headers), a call to the built-in rand() function, and the PID.
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Ransomware

No leak-site posts collected.

New data breaches 2
University of Pennsylvania upenn.edu 623,750 accounts
APOIA.se apoia.se 450,764 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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