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Z 1

Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

4 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 4

CVE-2025-61686 Shopify react-routerVnode

React Router is a router for React. In @react-router/node versions 7.0.0 through 7.9.3, @remix-run/deno prior to
version 2.17.2, and @remix-run/node prior to version 2.17.2, if createFileSessionStorage() is being used from
@react-router/node (or @remix-run/nod

m CVE-2026-22688 Tencent weknora

WeKnora is an LLM-powered framework designed for deep document understanding and semantic retrieval. Prior to
version 0.2.5, there is a command injection vulnerability that allows authenticated users to inject
stdio_config.command/args into MCP stdio settings,

10.0 CVE-2025-65091 Xwiki full calendar macro

XWiki Full Calendar Macro displays objects from the wiki on the calendar. Prior to version 2.4.5, users with the right to
view the Calendar.JSONService page (including guest users) can exploit a SQL injection vulnerability by accessing
database info or startin
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CVE-2026-22600 Openproject openproject

OpenProject is an open-source, web-based project management software. A Local File Read (LFR) vulnerability exists
in the work package PDF export functionality of OpenProject prior to version 16.6.4. By uploading a specially crafted
SVG file (disguised as a PN

Ransomware

No leak-site posts collected.

New data breaches 1

BreachForums (2025) breachforums.hn 672,247 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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