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15 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 15

9.8 CVE-2025-15029 Centreon awie
Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability in Centreon Infra
Monitoring (Awie export modules) allows SQL Injection to unauthenticated user. This issue affects Infra Monitoring:
from 25.10.0 before 25.10.2

9.8 CVE-2025-14346
WHILL Model C2 Electric Wheelchairs and Model F Power Chairs do not enforce authentication for Bluetooth
connections. An attacker within range can pair with the device and issue movement commands, override speed
restrictions, and manipulate configuration profi

9.9 CVE-2025-59157 Coollabs coolify
+1 more CVEs in the same release
Coolify is an open-source and self-hostable tool for managing servers, applications, and databases. Prior to version
4.0.0-beta.420.7, the Git Repository field during project creation is vulnerable to command injection. User input is not
properly sanitized, al
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9.3 CVE-2026-0625 D-Link DSL-2640B
Multiple D-Link DSL/DIR/DNS devices contain an authentication bypass and improper access control vulnerability in
the dnscfg.cgi endpoint that allows an unauthenticated attacker to access DNS configuration functionality. By directly
requesting this endpoint, a

9.1 CVE-2025-67397 Passy passy
An issue in Passy v.1.6.3 allows a remote authenticated attacker to execute arbitrary commands via a crafted HTTP
request using a specific payload injection.

9.1 CVE-2025-68456 Craftcms craft cms
Craft is a platform for creating digital experiences. In versions 5.0.0-RC1 through 5.8.20 and 3.0.0 through 4.16.16,
unauthenticated users can trigger database backup operations via specific admin actions, potentially leading to
resource exhaustion or informa

9.9 CVE-2025-64420 Coollabs coolify
Coolify is an open-source and self-hostable tool for managing servers, applications, and databases. In Coolify versions
prior to and including v4.0.0-beta.434, low privileged users are able to see the private key of the root user on the
Coolify instance. This

9.8 CVE-2025-15026 Centreon awie
Missing Authentication for Critical Function vulnerability in Centreon Infra Monitoring centreon-awie (Awie import
module) allows Accessing Functionality Not Properly Constrained by ACLs. This issue affects Infra Monitoring: from
25.10.0 before 25.10.2, from 2

9.1 CVE-2025-27807 Samsung exynos 990 firmware
An issue was discovered in Samsung Mobile Processor, Wearable Processor, and Modem Exynos 980, 990, 850,
1080, 2100, 1280, 2200, 1330, 1380, 1480, 2400, 1580, 9110, W920, W930, W1000, Modem 5123, Modem 5300,
Modem 5400. The lack of a length check leads to out-

9.1 CVE-2023-50897
Unrestricted Upload of File with Dangerous Type vulnerability in Meow Apps Media File Renamer allows Using
Malicious Files.This issue affects Media File Renamer: from n/a through 5.7.7.

9.9 CVE-2025-31048
Unrestricted Upload of File with Dangerous Type vulnerability in Themify Shopo allows Upload a Web Shell to a Web
Server.This issue affects Shopo: from n/a through 1.1.4.

9.3 CVE-2025-30633
Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability in AA-Team
Amazon Native Shopping Recommendations allows SQL Injection.This issue affects Amazon Native Shopping
Recommendations: from n/a through 1.3.

9.3 CVE-2025-39484
Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability in Waituk
Entrada allows SQL Injection.This issue affects Entrada: from n/a through 5.7.7.

9.3 CVE-2025-68865
Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability in Infility Infility
Global infility-global allows SQL Injection.This issue affects Infility Global: from n/a through <= 2.15.06.
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Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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