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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

3 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 3

CVE-2025-69288 Kromit titra

Titra is open source project time tracking software. Prior to version 0.99.49, Titra allows any authenticated Admin user
to modify the timeEntryRule in the database. The value is then passed to a NodeVM value to execute as code.
Without sanitization, it leads

m CVE-2025-69286 Infiniflow ragflow

RAGFIlow is an open-source RAG (Retrieval-Augmented Generation) engine. In versions prior to 0.22.0, the use of an
insecure key generation algorithm in the API key and beta (assistant/agent share auth) token generation process
allows these tokens to be mutually

m CVE-2025-34468 Libcoap libcoap

libcoap versions up to and including 4.3.5, prior to commit 30db3ea, contain a stack-based buffer overflow in address
resolution when attacker-controlled hostname data is copied into a fixed 256-byte stack buffer without proper bounds
checking. A remote attack

Ransomware

No leak-site posts collected.
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New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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