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Z 1

Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

4 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 4

CVE-2025-54322 Xspeeder sxzos

Xspeeder SXZOS through 2025-12-26 allows root remote code execution via base64-encoded Python code in the
chkid parameter to vLogin.py. The title and olP parameters are also used.

m CVE-2025-66203 Lemon8866 streamvault

StreamVault is a video download integration solution. Prior to version 251126, a Remote Code Execution (RCE)
vulnerability exists in the stream-vault application (SpiritApplication). The application allows administrators to configure
yt-dlp arguments via the /

m CVE-2025-68952 Eigent eigent

Eigent is a multi-agent Workforce. In version 0.0.60, a 1-click Remote Code Execution (RCE) vulnerability has been
identified in Eigent. This vulnerability allows an attacker to execute arbitrary code on the victim's machine or server
through a specific intera

m CVE-2025-68932 Freshrss freshrss

FreshRSS is a free, self-hostable RSS aggregator. Prior to version 1.28.0, FreshRSS uses cryptographically weak
random number generators (mt_rand() and uniqid()) to generate remember-me authentication tokens and
challenge-response nonces. This allows attackers
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Ransomware
No leak-site posts collected.
New data breaches 1

WIRED wired.com 2,364,431 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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