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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

5 new critical CVEs, 1 new breaches.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 5

m CVE-2025-68668 N8n ngn

n8n is an open source workflow automation platform. From version 1.0.0 to before 2.0.0, a sandbox bypass
vulnerability exists in the Python Code Node that uses Pyodide. An authenticated user with permission to create or
modify workflows can exploit this vulner

m CVE-2025-13915 Ibm api connect

IBM API Connect 10.0.8.0 through 10.0.8.5, and 10.0.11.0 could allow a remote attacker to bypass authentication
mechanisms and gain unauthorized access to the application.

CVE-2025-13158

Prototype pollution vulnerability in apidoc-core versions 0.2.0 and all subsequent versions allows remote attackers to
modify JavaScript object prototypes via malformed data structures, including the “define” property processed by the
application, potentially

CVE-2025-68937

Forgejo before 13.0.2 allows attackers to write to unintended files, and possibly obtain server shell access, because of
mishandling of out-of-repository symlink destinations for template repositories. This is also fixed for 11 LTS in 11.0.7
and later.
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CVE-2024-44065 Magicbug cloudlog

Time-based blind SQL Injection vulnerability in Cloudlog v2.6.15 at the endpoint /index.php/logbookadvanced/search
in the gsoresults parameter.

Ransomware

No leak-site posts collected.

New data breaches 1

Utair utair.ru 401,400 accounts

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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