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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

3 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 3

m CVE-2025-66219 Dontkry willitmerge

willitmerge is a command line tool to check if pull requests are mergeable. In versions 0.2.1 and prior, there is a
command Injection vulnerability in willitmerge. The vulnerability manifests in this package due to the use of insecure
child process execution A

m CVE-2025-66216 Aiscatcher ais-catcher

AlS-catcher is a multi-platform AIS receiver. Prior to version 0.64, a heap buffer overflow vulnerability has been
identified in the AlS::Message class of AlS-catcher. This vulnerability allows an attacker to write approximately 1KB of
arbitrary data into a 12

CVE-2025-65112 Ricardoboss pubnet

PubNet is a self-hosted Dart & Flutter package service. Prior to version 1.1.3, the /api/storage/upload endpoint in
PubNet allows unauthenticated users to upload packages as any user by providing arbitrary author-id values. This
enables identity spoofing, priv

Ransomware

No leak-site posts collected.
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New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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