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Breaking Newly exploited Exploit code Critical CVEs Ransomware posts New breaches

5 new critical CVEs.

Breaking

Nothing spreading fast in technology large companies run.

Newly exploited in the wild

No CVEs added to CISA's known-exploited list.

New public exploit code

No new Nuclei templates, Metasploit modules, Exploit-DB or VulnCheck XDB entries.

New critical CVEs 5

m CVE-2024-44659 Phpgurukul online shopping portal

PHPGurukul Online Shopping Portal 2.0 is vulnerable to SQL Injection via the email parameter in
forgot-password.php.

m CVE-2025-9501 DETECTION

The W3 Total Cache WordPress plugin before 2.8.13 is vulnerable to command injection via the
_parse_dynamic_mfunc function, allowing unauthenticated users to execute PHP commands by submitting a
comment with a malicious payload to a post.

m CVE-2025-13284

ThinPLUS developed by ThinPLUS has an OS Command Injection vulnerability, allowing unauthenticated remote
attackers to inject arbitrary OS commands and execute them on the server.

m CVE-2025-63747 Testmanagement gatraq

QaTraq 6.9.2 ships with administrative account credentials which are enabled in default installations and permit
immediate login via the web application login page. Because the account provides administrative privileges in the
default configuration, an attacke
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CVE-2025-10460

A SQL Injection vulnerability on an endpoint in BEIMS Contractor Web, a legacy product that is no longer maintained
or patched by the vendor, allows an unauthorised user to retrieve sensitive database contents via unsanitized
parameter input. This vulnerabilit

Ransomware

No leak-site posts collected.

New data breaches

No new breaches published.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware

posts are criminal groups' claims, not confirmed by the victims. Leak-site data: RansomLook (ransomlook.io), CC BY 4.0; sectors grouped and countries
mapped by Watch Floor. CVE IDs link to the full record on Watch Floor.
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