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2,430 320 8 39 197

New CVEs Critical Newly exploited Exploit code Ransomware posts
up 1028 up 198 unchanged up 39 up 102

In the last 7 days Watch Floor tracked 2,430 new CVEs and advisories (up 1028), 320 rated critical (up
198), 8 added to CISA's known-exploited list (unchanged), 39 new public exploit code entries (up 39) and
197 ransomware leak-site posts (up 102). Changes are against the 7 days before. Most affected: PHP
Group, Adobe, Google.

What mattered this week
CVE-2026-114625 Arista Networks VeloCloud Orchestrator cISA KEV

Added to KEV Oct 22. VeloCloud Orchestrator (VCO) on-prem has a security issue where this issue may allow a re...

CVE-2026-109618 PHP Group PHP CISAKEV ~ EXPLOIT CODE  DETECTION
Added to KEV Oct 25. PHP uses longjmp() for out-of-memory (OOM) errors to exit the current context and abort han...

CVE-2026-110447 Collabora Collabora Online - Built-in CODE... CISAKEV ~ EXPLOIT CODE  DETECTION
Added to KEV Oct 22. Collabora Online Built-in CODE Server before 26.4.303 in Nextcloud apps. An attacker gains...

CVE-2026-48356 Adobe Adobe Commerce CISA KEV
Added to KEV Oct 26. Adobe Commerce is affected by an Unrestricted Upload of File with Dangerous Type vulnera...
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CVE-2026-111497 Google Brotli CISAKEV ~ EXPLOIT CODE
Added to KEV Oct 26. A buffer overflow vulnerability in the Brotli decoder (c/dec/decode.c) in Google Brotli versions...

CVE-2026-109619 PHP Group PHP CISAKEV ~ EXPLOIT CODE  DETECTION
Added to KEV Oct 25. PHP has various global state that temporarily points into request memory. In some scenarios,...
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CVE-2026-46300 Linux Linux CISAKEV ~ EXPLOIT CODE
Added to KEV Oct 27. In the Linux kernel, the following vulnerability has been resolved: net: skbuff: preserve shared...
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CVE-2026-41709 VMware Cloud Foundation cCISA KEV
Added to KEV Oct 27. VMware ESX contains an insufficient logging vulnerability. A malicious administrator could ex...

CVE-2026-10520 Ivanti Sentry CISAKEV ~ EXPLOIT CODE  DETECTION
CVSS 10.0 with public exploit code. lvanti Sentry An attacker gains Remote Code Execution Update Ivanti Sentry to...
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CVE-2025-55182 Meta React Server Components CISAKEV ~ EXPLOIT CODE ~ DETECTION
CVSS 10.0 with public exploit code. Affected: Meta React Server Components. Attacker gains: Arbitrary code execu...

Trends last 12 weeks
New CVEs per week 1,437 Added to KEV per week 6
Aug 10 this week so far Aug 10 this week so far
New exploit code per week 30 Ransomware posts per week 110
Aug 10 this week so far Aug 10 this week so far

Vendors most affected

PHP Group 2 exploited - 0 CVEs
Adobe 1 exploited - 13 critical - 20 CVEs
Google 1 exploited - 12 critical - 57 CVEs
Linux 1 exploited - 2 critical - 61 CVEs
Arista Networks 1 exploited - 1 critical - 1 CVEs
Collabora 1 exploited - 0 CVEs
VMware 1 exploited - 0 CVEs
Hewlett Packard Enterprise (HPE) 19 critical - 41 CVEs
Ransomware

197 victims posted to leak sites (up 102 from the week before). Most active groups: qilin (38), NOn (18), Booba
Project (16), Whitearmor (15), emperador (11), everest (8), SilentRansomGroup (7), lockbit5 (7).

Financial services victims: National Association of Credit Management (Booba Project), ClaimTek Systems
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(rhysida), xspringcapital.com (lockbit5), Insurance Services (akira), Money Concepts Capital (play), NuVista Federal
Credit Union (gilin), Hawaii Law Enforcement Fedral Credit Union (qilin), Power Funding (gilin), Commonwealth
Community Bank (qilin), SCHWAB-SYSTEM (akira).

Next week

Mon, Nov 2 Android Security Bulletin in 4 days

Release dates follow each vendor's usual schedule; vendors can shift them.

Watch Floor collects CVE records, CISA KEV, exploit indexes, official advisories, security news and chatter. CVSS is the headline score. Ransomware
posts are criminal groups' claims, not confirmed by the victims. Changes compare the last 7 days with the 7 days before. CVE IDs link to the full record on
Watch Floor.
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